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c RBERFICHESIEFL)T A LOBERITDOULTNISC)
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icedid-to-ransomware—operations. html

2021 ELEMEROS UYL T WEICET 5 HE H & (F (LAC)
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« UNGC2447 SOMBRAT and FIVEHANDS Ransomware: A Sophisticated Financial
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https://www. fireeye. com/blog/threat-research/2021/04/unc2447-sombrat-and-
fivehands—-ransomware-sophisticated-financial-threat. html
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6.2.3 TR ITELE ..ooooeeeeeeeeee ettt 25
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6.3  HFHBIZRHETIPE DB oo 26
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0.6.2 NIV AT T T X INA B ettt 42
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Tl IMDRE S et 43
2 < - OSSOSO 43
73 BRI O T A B U R e 44
74 ZOMOEEN LB SR oo 45
B0 PR B ettt 47
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Fr3C

ARICEIL, RS E O BRI Y R O MK T o 2 [EEREEESEHRE S /7 +— 7 A
(International Medical Device Regulators Forum: IMDRF)23M ik D £, 1Ek &S 726D TH
Do AIEIL, HHEICHER, BdAm, AL THEDZRU,

777U, KRLEO—EHUIETEMOCEICHAIATSG S, WNIA L E R HFELISSD
SEEICHIERT 58S . IMDREIZ., FOEMELZ —HUADARU,
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1.0 U ®HIZ

AR, A X —Fy MRy MU — 7 BEfiias O H OB, ERERS OHE
B O 2R T 5T DICAN R A R—F 2 ) T OBREERE LTS, A
NetXa2 VT 4 DA T ME, EEESLOIHERER Y N — 7 ZFEHARREIZT S
LT AN ATTRRRICBITABRE ST O AT IS CEERERN D S, 2D
DA T v NI, W R ONEEIN ADBRIE, FA2 W U ARE Y 725 E I ANEDOFRAIT
X0, BEAEIZELEMEND S,

AV T RIEOREEREE  ~ VAT T af K a—F WONTHLEY R & OWEES
P E 2 a2 TCOMBREIL. EREEROY A NN— X2 T (2 L CEFEEEE
BT D, KUA X A%, REBE~AT T, A 3—%F 2V 7 4 2 BT
LD OREN BT A HEMAE L, FREZ 0B DA N —H . EUTFESRE T
LT, EEEGEREL CEXaT T2 0DEMERET I E2EK L TWD,

NIVATT DY A N—tF 2T 0 OJFAI N OERICET 5 EEEASIL, BRELEED)
EPER RS DOVERE A HERICHEFRF T 2 720 ETH D, Lv L., BRI 5 ERESR
DY A N—t X2 VT 1R RGNIEBICE > TR, EHEEAIZE > TV,

A IMDRF H A % v A%, EFEEGROV A N—t X2 VT ([T HEEBEE XD 7
OO—RFHNERRA N T Z 77 4 AT HZE2HMET S, ALETIE, #EHE
R OHELZZFNFN 2HEE N3 HEIIBWTERT S, 4HETI, EEEROY A —
X2 UT 4 O—MFERNCOWTHEER L, 5 EE 6 HTIE, EREHROY A —kF
= U7 4SBT B R B RGBS B 5 R A R 7T 7T 4 RZONTEL
OHELERIR 2 BLERE IR 5, mIRATEBRIZ DWW CIE, I EE#RLEEE I
SEkT5, MIREEEHIZOWTIL, £ TOELRRE IR - HERFELZH T 5,

ALEIT, IMDRF DMERK L7 BRSO A N—t X 2 U T A IR L LTI DT A
HUATHDIN, BX=2 T 4 IZOWTIRIAL BitT 25 ETER3 & IMDRF (£ L
L C [IMDRF/GRRP WG/N47 FINAL: 2018] MZEF HiL b, Hek3CE, EEMEE &L O
K42 A (In Vitro Diagnostic : IVD) [ERFEHERR O%GH &R G IZHB W THRE TR E A
AREMFEEZRML L TS, 2D OEAREAIEREL, BEKIROLT A 7 A 7 v
(Total Product Life Cycle : TPLC) (2> T, AHA XL A LIRS THZ L NLE
LW, ZOMmoE#ET#ECTHS [IMDRF/SaMD WG/N12 FINAL: 2014) @ 9.3 IETlL,
BEEBERTHEOEREX 2V 7 o OEEMEICOWTREINTEY | EREHGS Y 7
k7 =7 (Software as Medical Device : SaMD) D{F#RE ¥ = U 7 4 ITHES 580D
ERNRELEOLEN TS,

I'N47 ® 5.8 THIZIX, RIEET 7B ADDbOR#EE, FREeX2V 7 A KO A R—X=2 T OEER
BOREENTH SN T, EREIROETA TV A 7 VICE ST, KIS XA EHIIBRTH L
NEFE LV,
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AET, B2 TOERMEFREICHIT T, EREESR (VD EEREESRZGT) oA —tk
X2 UT 4T 5 —MRIERNCAR B AN E 2 5 & atsEmE, NS5 X2 k
T T 4 AT H LB E LTER S L, ACETIE, fEESE . LR
T TaRA K RS R O — 2T T BXKT D BACKR U CE RS A
THERICEZ VG A NN—tXa2 VT o VR E2R/METHZ LICL D, EEKGRD
LM N OWERE 2 HERE U, Mkefli 2 R 3~ 2 720 O BRI e MR FIH A 0 £ 29 T
W5, KA X ATIRREANIVATT Faf 2L, EEEEPEGENS,

AXETHEH, 77—Lbv=T kO 7nro~vr7rvayyraryie—J%0Y 7y
T ERTHEEKEG B X—RAA—H BERA ) . XXV 7 U =7 HMTTHLE
T HEFME (B 0 SaMD) IZBT A A N—t X2 U T g iZon T SN TW5D,
Z & EOHBIY R, Z OMERNSERESR ORI OPERICIRE S TWDH T,
ALEOFEHEHIL, BE~OGEEDIRAET DA REMEICET ARFHIRESINL TS Z
CICHETOHVERD D, HlziX, ERESOMERICEELZ 2 5, BRIGENICERZ
ZRAFET, B LT T2 UXRIRIZER AT A N—k X 2 U T 0 U X713, KX
EOWHGHE AR EIND, T—HTTAN—DIREE, TOMOGEELEETHD
23, ALETIHEAFTENOERAT S, S5, ALETIT, MEFESOMZEEENICE
THHAN—X 2T ¢ 2@ HEH RN T D, MEEZOREFHOEX =Y T
AT HRANT T 7T 4 ZTDOWTUER, KEENAEEEIFFET (National Institute
of Standard and Technology : NIST) D% A /N—tF 2 UT 4 7 L —LAT—7 BIEHRIR &
L COEEREEZRIZL TN 5D,

ALEFUTOFRHREZEX L TS,
o  [EFMEIRORE L OBARICEY 2 A X=X 2 U T ¢ 5tz A Te bz, VU
A R—=AT Ta—F AT 5,

o [EBRMEEMM MBI INDONNATT A 7 T OREM, A NEX 2 U T 1 20
1%‘?‘60

o BA SR YT 4 E, WS ~LAST T RAL K 2 R R
DB R RS 5 T2 COBIRE OIRTHEThH D = & 2T 5,

o TNHLOEREICKHLT, WihTA 7V A7 VORRIZHEY, BELEOY A7 %
w/MET DT OICA R R HERFIH A 2T 5,

o MEEATEHRTALILC, EEEIEOY A NR—X2 T 4 2FET A0, BEE
DRANTZ 7T 4 AZitd#d 5,
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PANRN—F2 VT 4DA T b BEMOWETIEIZSWT, Bz LS
RIS E TS D T2 OITIRIRVMERILG DRV o — 2 et T %,

B, ERMESOHESCSEOHGNIIICC T, BIMOMGIHFENSMLE L RV HF5 2 L
ICHETOUENRD D,

3.0 3%

ALETHWSHEMOERIL. LLTFICR LK., IFONZ IMDRF/GRRP WG/N47
FINAL: 2018 |Z #6495

3.1

3.2

33

34

3.5

3.6

3.7

3.8

EPE (Asset) : A, M SUIBUTFIC & > THEE D & 5 . ELHI LT ¥ Z LB
D> 7 47 4 (ISO/IEC JTC 1/SC 41 N0317, 2017-11-12)

WE (Attack) : BEEOMEE, B, &I/, B\HL, BH. IR EnTni
W7 7B 23 L IZEHA oA (ISO/TEC 27000:2018)

0 FE (Authentication) : T 27 47 4 OKeMED E Y PEIZBEE T 5 RAEE DAL
(ISO/IEC 27000:2018)

EEME (Authenticity) : =27 4 7 1 OfF &M (ISO/IEC 27000:2018)

FHEBRAT 5 (Authorization) : $FHEDFT 5, T — X R UOMKREIC T 7 B A B 72D DFf
Mxf 54252 & 2T, (SO 27789:2013)

JERC  ISO 7498-2 DEFe (MER|DFFE, 77 v AMEIZIESE T 7 & A DOHER| % £
B9 A5 &G0 5) ICHKT 5,

AIAME (Availability) : EHRTLH2Z2T 47 4 ~OT 7 & A K OEH O FTEENE
(ISO/IEC 27000:2018)

Y 27 ary br— L FBE (M7EHFB)  (Compensating Risk Control
Measure (Compensating Control)) : F§2ReXFtO— L LTCEBEIND U A7 a2 b
n— /L FEEOMRZFLE LT, NIENNEMINR2WGEEIZHEH SR ED Y X
7 ar bu—/LFE (AAMITIR97:2019)

EEAsEr Y 27 ay ha— LR L L Cid, fEEEN BT 7 v 75— |
B2 KR XA — R 2R kSN B 0 15 D

BE#ME (Confidentiality) : 8P SN TWWRUWMEAN, =T 47 4 T 7 rERIC
stLUC, THEHRA B RS, S22 EM (ISO/IEC 27000:2018)
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WA 72 a5 D BA R (Coordinated Vulnerability Disclosure : CVD) : #2835 & Y
Z DM DOEAEFARE S, MEFHTEDBIRIZEET 2 U R 7 KR 2 72 DR E
RO DI DICBEEF L) L TIT ) 7 e X (AAMITIR97:2019)

ERL: 207 m AiE, Mgtk & £ OMRRICBET 2 EHmO WS, ., bR%
DIEFEN G D,

30 A N— X2 VT 4 FRE OV AT ARREREE (RIERT 7 v A, fFH,

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

B, Hr, oZE. MREESE) D OIRESIN TR Y, HENME. eatk. AT
THVRINTA TH AT NVERIZIE S TZEARR L -IVICHERF S LTV DR
fE, (ISO 81001-1)

BT (End of Life : EOL) : DT 4 794 7 iz, flEEE D
EFNC DT H MM 2B 2 R OBRGE A& T3 518, EOL &z =551z
ST, EX72 EOL 7t A (—W~OmmmeE) NEMIIND,

AR — MET (End of Support : EOS) : BEL DT A 744 7 ik T, Bl
HENETOFR— MEBIZ P ILT 588, y—E X R—MI, ZOBEE2BL
AN

FANERE - AL B 2 IS O BRARTERE O VEREIC W T RUESEH O E
L7oBRA 2 8 2 7R T SUTRAMNDBE CTZ TR A TERWY 27 24 U SR
(IEC 60601-1:2005+AMD1:2012)

B (Bxploit) : MEgsM 2B U CTHERIV AT L2OEX 2V T 4 ZRETHT-DD
BHME 72 J71%  (ISO/IEC 27039:2015)

seatE (Integrity) : .7 — # DMERK, 6 XIIRAFE SNk, RIERFIEICLD
TR X I TV WREE (SO/IEC 29167-19:2016)

VT —EEKE (LT —#E28)  (Legacy Medical Device (Legacy Device)) : Hi
TEDY A A=t % 2 U T ¢ OBHBEICK L TABIIN AR T & RO EHR

2B 1k (Non-Repudiation) : 784 L7=FS I THE), WICZEN O EZFI X Z
Lz T 47 « B3 %8277 (ISO/IEC 27000:2018)

B fEE (Patient Harm) : HE O ) 2 KRG E X fEFERE 2 (ISO/IEC Guide
51:2014 % —H 28 H)

7F A4 N2 — (Privacy) : fAANIZEET %7 — & OilafE X 3EVE RN K OME A 12
B9 D FAAETE X IE NIRRT DR A D 22 & (ISO/TS 27799:2009)
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320 %W (Threat) : B¥=2UT 4 2REL, AELGISEILEIRI., &H. 178

3.21

3.22

3.23

3.24

3.25

IFFRNFET DO X 2 V7 @K O el (ISO/IEC Guide 120)
BT T Y 7 (Threat Modeling) @ 7 — & OffEE, WK, S AT —EX4HE
HDOETUAT AMEEE RITTAREMOH DM ITFLEZH O TH70
OFAE 7 vt A (ISO/IEC/IEEE 24765-2017 7> 525 )

7 v 77—k (Update) : ERHEZRY 7 N =T Hxf5E LicEE, P, s
PEECEEX (A S Sy

TEGD 1: ISO/IEC 14764:2006 (ZHET 5 Y 7 b = THRSHEENIH KT 5,
HERL2: 7Ty 7T — MZiE, Ny FEOREELEENEGEEND,

FERC 30 WIS K OTE 2 BIZ BT 2 R FITREHERRFIC 2o 72 Y 7 h U =T OWR
ThH D,

RYF—v 3 (Validation) : HBFHLAZ IR R TS5 Z LIk - T, BT 5
AT EHICET AEREENH -SNLTWAZ EZ2HBET L (ISO
9000:2015)

HFL I "N F—MFA"EIE, NUT—va rNET L TWAIREEZRT,
HERE2r NU T —T g U3, EBRE IERERE CEESN D,

FRGE (Verification) : BEIBJGFLAZ IR RT 5 Z LIC k- T, BEERFHEMNG -
SNTWDZ L EMERT HZ & (ISO/MEC Guide 63)

BRI BEED T DI R BIGEIL & LTk, MAMKROIZ, BNEIC L 55
HNIILEDL 2 —5DfRTHDL I LND D,

TERD 20 MRREDTZDIATONLTHENT, BWHRET 0 R EREIND Z 1D D,
HERC 30 "BRREH A" LT BEREDSSE T LTV DR Z R,

M35t (Vulnerability) = —LL EOEHKIC K - CEMH S5 alReMED & 5 & X
IEFR 0594 (ISO/IEC 27000:2018)

4.0 — i JEHI]

ARIATIE, EREESEBZE, BlHl. (M, BT 2 BRICEERRE DS RET &, ER
WDV A N— X2 VT 4 IZT 5 —xfastFll 2 md, KUA X 20efzEl
TN TS SRZFEANT, EREGORENRY A NN—k X2 T s 2m LSED
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ZOICHEETHY . ZHUIHED 28T, BADOLREEZHERT D L TARRPRER LN
L ENHITFEN D,

4.1 [EFEEES

EEREAR DA NRN—X =2 U7 213, EEMICEE SN TWS, X2 T DA
T ME, WS LIXBEORKE S &R T, Masoz e e g od. BRI
B BE 2D, BEORKEBRMORMAZGT D Z LEICL T, HRFO~IL A
T VAT LDEELGEEENTARERDH D, VA N—tF2 U T 1 I1ZxFT DHD A
DEFEIESIX, 1/ X—Ta 2L, ZETHRNRER K Z B2 EED
TBREICHERFIREE 95 & Iic, BRELEOHFFZMIRT HDIINETHSLH, £ETOE
R E L. BRSO T A 7V A I NVZE ST A N —8 % 2 U T ¢ 3 2 [E B
AIEDLTEREIND, T, ARG, EREESROET A T A 7V EEL
VR =R A b, EBEEEIROT XY 7 B R ~O R EEIT R 2 BREIE,
TEALs . HIRBIEENCET 2B A b E £ 5,

42 BT A 7Y A T ILORR

A NR—t X2 )T OB IOWEFECRET 2 U A7 1%, PIHEEEM2S EOS 12
5, EEEGORGLEFMCETLIETCOEBEEZBEL THRFNTLIZENEE LY, A
Nt X2 U7 ¢ OBEEZ D RMICEET 27201203, VA7 w34 M afl,
DETATHA I NVICPESCTHEAH L, sxit, fhE, HBRE O IREEREO R BRRIZE
WCHAN—X2 T 4 U RTZFHMOLEOERT A2 EREE LV,

BENELYX2 VT 4 LDONRNTURAEKDZ L HENETHD, BEEEIT. VA —t
X2 T 4Dy bo—)L K OERR & fHAOATe B R D22 K ONFEATERE
T A L REETH D,

43 J[FEHMT

EREGS OV A =t X2 U T 1d, BEEE, ~VATT T a2 Rl R AT
Magattsg RA OEFEETH D, ETOERMERRE L, EREGOET A 7 A 7 v %
WBLT, BENRYPAN—FX 2T 1 ) X7 ROEEZ MR, B, fA.
THHILE, ST 5700, BHOoOHERMEZEM L, OB EBRE & EmEIHEE T 5 0%
VAR YAR

4.4 [(EWILH

YA NR—tX2U T (T AHEROIERIT, TS 27 RERKRTEHT -
DO TPLC 7 7 a—F OHMFAITH L, VA \—tX2 VT OEFREH-ET L0,
B CORERERE D, TIRET L N IRZ SRR R ST 2 2 E DS b, Eifke
SHERNIEEEINDZ EICL ST, ETOERMYFEN, GREFEL, B#ET5U X
7 EFHE L. FRUCEERST DO RKIET S, TO—RELT, £2TCOE
EEMRAE 1L, EREREOEERT D~V AT T A 7 T DR, e, etk Ok
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Fa )T AICHBLELTA Nt X2 )T 1 OA T 2 b BB OIS
LK OaIa=r—arzmfbd o700, HFRLEA PR (Information
Sharing Analysis Organizations : ISAOs) |ZFEMRAYIZSINT 5 Z LB Eh D, 2D K
IV MAEITH LT, BN ER ESELZENTED, AN T IT 4 R L
LTHEBIESND S 9 —2DFHRIGAFIEL LT, B2 essttoBRN 2T 6 b,

Flo, WEEFEOHBTRIANVAT T T a " R OERES =PI LR Y o—
EWAT D813, Za v AT AL THARLERVES, BflERITE, BELE
ZEBRPNCRFE L, #MERFT 5720012, HAOBRBIY R EBERILAET 2 EnEhsn 5,

5.0 BRI A N—FF =2 U T ¢ OHIRATE EHHE

BRSO A N— X2 VT 1%, ®WEOETA 7V A 7 MZES THRFTDHZ &N
PFE U<, BEEE D EEKE O TTIRATOR B R OB Ik ST N & EE /R
WD, MRATOEFIZIE, 1) EF =2V 7 2 RMICHZATL Z &, 2) ZRATE
HUAR=X VA NFREAZEHATLIZLE, 3) BXa VT ik, EFRESRLZ S 2
TIEH T 5720 02—k 5 H 8 0 5 R L N ARG B O 72 0 O FH i 2 1 32
THIENRGEND, WEEFIT. AIROTRETERZREZRTTT 8. BERILZEB80 0
FIHBRE A, GEMICTRABERBEAO Y A2t 2 2 ENREE L, LU
TOEETIZ, ZbOEEZMT 5 &, - T A 794 7 VO IRETEMEICE
T BEEE~OHERFEEZGIRT 5, ok, EEKESRY 7 b =T D74 7% A7V
IEENE. IEC 62304:2006/AMD 1:2015 [ZHE SN TV 5,

50 tXx=VU7 A BRFELOT —F7 7 F v it

BIET ) v T BRETEBE T A N—t X 2 U T ¢ ITREBRICIST A 2 LItk o T,
SZEN R THIRBIEEN O A 21T 9 L0 b RELEOFREMEZ L VEMT 5 Z LB AETH
5o ZOXIREFA 7y MR, BORFHOMIE, SR EHREERER S T IRGAT & OV
BOY AT <R32 A MRHGE, GO T A 7Y% A 7 VEE LT A BRIV TEHE
i S D,

X2V T 4 EREFEHE, T4 VA 7 VOFE T 0 A DEREFIEIS O BPE T E
THIENEFELY, EXa T A HERFELOEX 2V T4 VRT3 buo—/bFE
DO #®IE & L TiX, AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 U — X, NIST FlfT#) (€ ¥ a7 V7 b =THBE 7L —LTU—2 (Secure
Software Development Framework : SSDF) %) . OWASP TliT7# GXEHRANZHE S &
F a2 UT %) | ENISA FITT#. KEAL AT T KON RS B 30 i =

(Healthcare and Public Health Sector Coordinating Council : HSCC) &Rl A /X—t % =
V7 4 U—x%27 27— (Joint Cyber Security Working Group : ICWG) OFHITH (&
FlEd= U7 435 F1dH 5,

BB EE N AR ORGF TERBT L2 E0EE LWREHRAIZFR 1IR LT, (B L,
FH TRV A NE2E®RTHLOTIERL ., HBLETHHRTH D,
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R ]

BLEEE L., EEEESES OISR IRy T — 27 LR S
N5 HRICONWTHRFIT D Z ENEE LV, B i Ui,
HHpEEGE N OVESBE NG £ D, HE i X & LT,
Wi-Fi, 4 —% % > k. bluetooth, USBZENEIF 55,
BYEREZ T AT ODASI DR TR, RTOANSIORGE
FEREA BXRTT 2 Z LI oW THRET L. 2t KV s st
PAR— I TWRWERKGRS, FENX Y NV —27 XX
Lo — RIS & Bt L Gl E 3 5%, AMEREREE & E(E T
LA EEBETHENEE L,

TSR, EEMBSROEZET — Bk E RNET 78 &
ARIE 72 8 OIS E BB s B AR T 2 BV TRETT 5
TEMNEFE LW, Hl X, BOEEEIXEEKRIS/ VAT A
WE O ERFES 15, B bOELR, BRI EShiza~ >
RXIET— % ORIEFEEB S ITE, TOTO-RER ER
ICIBEA UM T AU IOV THREIT A 2 N E L
A

X a7 wE

FUEZEE T, EREESICRFE SN D UIEZE Sh b2l
BT — & 2 WG 5L &V IR 2 Z RISV TIRETT S
TEMEE LW, BIiE, NAT— RIIREEAkIC ko TIR#E
Shieny v a2l LTRET 2 ZEDRAF L,

WiEdew |, BET R F a0 v e— Vi, v—r R
PIA PRS2 7o O SUIRE SEM Bt O NENRIRT 5 Z L %
B 7=z, BB /R A Y A7 ar ha—)LFREOERIZ
DWTHEIT 5 EDREFE LV,

7 — 2 ik

BEEEIL, T — X ORI 2 W T & DRG0 B
U H 7012, Bl o JEEEDOY R— FNE, VAT AL
NADT —FT 7 F Y EiHMiT 5 2 EREE LU,

BIESEF T, RO Y 7 N =TI T ARIE RS, &
FRESR DO EMEICET Y A IZOWTHRFTT A Z ENEE
LUy,

PEERIX, VANVA, AL =T TP Ly =T KR
ZOMDOEEDOH D a— RNEFEGR CTHERITINS Z L &S
STled, VT = TXREOa L ha—/L OV THRETT 5
ZEMEE LV,

RUPEREF L, BRI O AR OBGE, Hix o — Y ORE|
WIS U7 7 2 AR 5 XD T 7 ¥ AP %, =2—
PFOT 7 AHENCOWTHREFTTHZ ENEE LV, 7,
B D R ACE O CR URRREE A A Lanz &
NEE LW, FBAEI T 7 B AFROF E LTI, NAT—
Ry N—=R7 =7 F—, ERGEGE IO EEHE ClIAK

2 =YD
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TE BRI B ED Db

V7 R TARSE

SR, EHNRT v 7T — bOEE o R L BT
O RAEMNL L, TOEREILGTDHZENEE LY,

BYEREZ T, AL —FT 4 VAT A, = RFR—F 4 X
A —T Y —ADY T NI 2T DT v 7T — N FERONVE
BAEICONWTHRFT L ENREE LW, 7o, WEES
F. VY7 N =2TOT T TR, BRETRWAA—U g
DAL —F 4 v TV ATF N ETEET A ERES Y 7 by
T BRI o e WAL —T o T RT
BB~ DRHL TR A BT 5 = b NEE L,

RYEREL, HICBRR SN A N—X 2 ) T 1 DOIfegy
PRI L TR 2T THHE-OID, EREERDT v 75— |k
FIEZOWTHHT 2 ZENEE LW, HlIzIE, 7Ty 7T —
MZBT D2 =N AOES, EEERICLIDIEERT v 77
— NOELR, T v 7T — N EEEOZ e L PERRICER
A RITE RN L BRIET 2 HIESICET BN E £n
)

REEF L, Ty T T— b EFEMT DO BRI
WTHIRT % &4k, a— ROBLSEO TELR WV TR X
7w 7T — NOBEIEMARIET 5 HFIEIZOWTHRHT 5 Z
EMMEFE LU,

WP T 7 & A

PLEEF L, RFTEICL DEEKS~DOT 72 A &2Bh1ET
HFECOWTHAT D ZENRNEE LW, #HilziE, A—F%&
W v 735, R— b ~DT 7 &2 HIRT
B NIV B FRGE LICERr — T Vv W=7 7 & R & Ak
T HHEDOFELRGTTHZEDREE LV,

B MM K OVAT
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o HWR—FMKT:

a. BEREBOMBHICKEL G525 2 R ERBSHROMEN 2K T TERWIEE,
YkEREGROE X2 ) 7 0 2F BT 5 H7EL O x 2 U7 « EOS HEIEE B
Mzl 2 Z LICLoTHRALED Y A7 25l &%) 5,

7.0 235 3Lk
7.1 IMDRF (&
1. Software as a Medical Device: Possible Framework for Risk Categorization and

Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 Hiks

3. AAMI TIR57:2016 Principles for medical device security—Risk management

4,

10.

11.

12.

AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing

the security capabilities identified in IEC 80001-2-2

ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

ISO 14971:2019, Medical devices — Application of risk management to medical devices
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14.

15.

16.

17.

18.

19.

20.

21.
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ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

ISO/IEC 27000 family - Information security management systems

ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part 1: Principles of incident management

ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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22.

23.

24.

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)

32. VK 27 4 4 A 28 HASSERESIE 0428 35 1 75 - FEALTHE 0428 55 1 5« [RAEITBE
KEHBBHY - ERARRERARRERN [ERERIC ST 2% 1 S~ %2
U7 1 ORERIZONTY

335K 30 4 7 H 24 AATERARRETE 0724 55 1 5 - FEAELE 0724 55 1 5 ¢ [RGB
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

7.4  Z DM OER K O SRR

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 _001_503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csrec.nist.2o0v/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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44,
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46.

47.

48.

49.

50.
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main Page

Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability disclosure_insi

ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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8.2 [ffEE B : WA 72 assEDBIRIZE S 2 & Hllkod U v — =

F—=ArZ VT
CERT Australiac (CERT A — & ~Z U 7))
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

7T
All Certs in Brazil(7 7 ¥ /V[EIN® CERT —&)
https://www.cert.br/csirts/brazil/

7 FH
Canadian Centre for Cyber Security(% & A N—tF* 2 U7 1 ¥ —)
https://www.cyber.gc.ca/

RN
CERT European Union(CERT R H# 5
https://cert.europa.eu

7T UA
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~7 7 > A JEA45)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(AE A =G S A 7 AJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(EFFH T AT LEFX 2 U T o

IT)
https://www.ssi.gouv.fr/en/

RA
CERT Germany(CERT K- )
https://www.cert-bund.de/

AZ VT
https://www.csirt-ita.it/
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H A
Japan Computer Emergency Response Team/Coordination Center(JPCERT = —F 4 £ — 3/ =

> & % —JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

U TTIR— v
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

*
Industrial Control Systems CERT(PE € Hil4#l 2 A 7 2 CERT:ICS-CERT)
https://www.us-cert.gov/ics

US CERT(CERT k[H)
https://www.us-cert.gov/
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